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O manpas/sieHUU UHPOpMALITUU

MUHUCTEPCTBO OBPA30OBAHUA I HAYKHU POCCUNCKOI
OEAEPAIINI

IIMCBMO
oT 14 masa 2018 roga N2 08-1184
O HanpasjJeHuu nHPOpManUn

JlemaptaMeHT TOCYJAapCTBEHHOW TIOJIUTUKH B cdepe obmero obpa3oBaHUs
MunoOpHayku Poccum HampasiseT Uil cBefileHUsA pa3paboTaHHble BpemeHHOI
komuccueii CoBera ®eneparuu 10 Ppa3BUTUIO HWHQOPMAIMOHHOTO OOIIECTBA
MeTOIMYECKUEe peKOMEHJalMANn O pa3MelleHuH Ha WHOOPMAIMOHHBIX CTEH/AX,
OGUIHMATBHBIX ~ WUHTEPHET-CAaUTaX M  JAPYruX  HMH(GOPMALMOHHBIX  pecypcax
00111e00pa30BaTeIbHBIX OPTaHU3AIUNl U OPraHOB, OCYIIECTBJIAIOIIUX YIIpAaBJIeHUE B
chepe obpasoBaHusi, mHGOPMAIIUK O OE30ITACHOM MOBEJIEHUN M HUCIOJIb30BaHUU CETHU
«HTepHeT>.

Jupekrop lenapramenra
A.E. ITerpos

MeToauueckue peKOMeHaanuu
0 pasMenleHUU HA MHPOPMAINMOHHBIX CTEHAAX, OPUITHATBHBIX
HMHTEPHET-calTax u APyrux HH(POpMaIrOHHBIX pecypcax
001Ie00pa3oBaTeJIbHbIX OPraHU3aNui U OPraHoOB,
OCYIIIECTBJIAIOIIUX yIpaBjaeHue B chepe ooGpasoBaHuA,
nH@OpMaINU O 0€30IIACHOM ITOBEIEHUH U UCIOJIb30BAHUU CETHU
«AHTEepHET»

IkcrepramMmu U wieHamu BpemenHoit komuccnu CoBera ®emepanmuu MO Pas3sBUTHIO
WH(GOPMAIIMOHHOTO OOIIECTBA B paMKaX BBIIIOJIHEHUS PEKOMEHJAIUI IapJIaMeHTCKUX
CIyIIaHUU «AKTyaJbHbIE BOIIPOCHI OOecrieueHHss 0€30IaCHOCTH U Pa3BUTHsS JeTed B
“H(GOPMAIIMOHHOM IIPOCTPAHCTBE», KOTOphle Ipouuiu B CoBere enepaniyiu 17 anpess
2017 T., ObUTM pa3pabOTaHbl METOAUYECKHE PEKOMEHJAIMU O pa3MeIleHUH Ha
UHGOPMAIIMOHHBIX  CTEH/IaX, obuUUaAbHBIX  WHTEPHET-CAUTaX W  JIPYTHX
nH(POPMAIIMOHHBIX pecypcax o0IeoOpa3oBaTeIbHBIX OpPraHU3aluii W OPraHoB,
OCYIIECTBJIAIONINX yIpaBiieHue B chepe obpazoBaHusA, WHGOPMAIUH O 0Oe30I1acHOM
MOBEJEHUH U HCIIOJIb30BaHUU ceTH «VIHTepHeT» (Zajiee - MeTOJMYEeCKUe
PEKOMEHIAITHHT).

Metoauueckrie peKOMEH/IAlly HaIlpaBjeHbl HAa KavyeCTBEHHOE IOBBIIIEHUE YPOBHS
nHGPOPMAIIMOHHON AeATEIbHOCTH 001e00pa3oBaTeIbHBIX OpPraHU3aIluil U OPTaHOB,
OCYIIECTBJIAIONIUX yIpaBieHHe B cdepe 0Opa3oBaHUsA, B YacTH MHGOPMHUPOBAHUSA
yJamiuxcs, UxX pojauTesel (3aKOHHBIX IPEICTAaBUTENEN) U TeJarOTUIeCKUX pabOTHUKOB
00 OCHOBHBIX acneKkTax HHGOPMaIMOHHOHN 6e3011aCHOCTH.



MeToiyecKkrie peKOMeHally I03BOJIAT 00Ieo0pa30BaTeIbHBIM OpPraHU3AlUAM U
opraHaM, OCyII[eCTBJISIIOIINM yIIpaBjeHue B chepe 00pa3oBaHMs, aKTyaTU3UPOBATH yiKe
HCIOJIb3yeMbIe U pa3dMellleHHble MHPOPMAaIlMOHHBIE MaTePUAJIbl, TAK U MOATOTOBUTH UX
B CJIy4yae UX OTCYTCTBUS C yUeTOM JIyUIINX IPAKTUK U PeKOMeH/IaIui.

B pamkax MeTogUUeCKUX peKOMEeH Al paccMaTpUBAIOTCA CIIeyI0Iyie UHCTPYMEHTHI:
1. ”H(POPMAIIUOHHbIE CTEH/IbI;
2. opurrasbHble NHTEPHET-PECYPCHI;

3. cpeacraa MacCOBOH I/IH(I)OpMaI_II/II/I (IHKO)IbeIe ra3€Thbl, IeJarorudyeCKkue n3gaiuda u
ApYTHE).

Nudopmanmonnsle creHapl Ha nHpoOpManMoHHBIX cTeHAaX B 0011e00pa3oBaTeIbHbIX
OpTraHU3aIUAX, PACHOJIOKEHHBIX B ¢olie yupexJeHnd U B KaOUHeTaX, OCHAIeHHBIX
[IepPCOHAJIPHBIMHM YCTPONCTBAMHM /Il BBIXOZla B ceThb «lIHTepHeT», peKoMeHAyeTcs
pasMecTuTh UHPOPMAIMOHHBIE TAMATKH, COZEpKAlllie OCHOBHBbIE COBETHI IO
obecnieueHUI0 UHOOPMAITMOHHOU 6€30I1aCHOCTH YUAIINXCA.

B mpuioskeHnn N21 K METOUYECKUM PEKOMEHAIUSM MPeCTaBIeH oOpasel maMsaTKU
JUId pa3MellieHusA Ha MHPOPMAIMOHHbBIX CTEH/IAX.

CpenctBa MaccoBod wuHopMmamuu B cpeacrBax maccoBod — mHOpMaIuy,
OPUEHTHUPOBAHHBIX Ha OOy4JamoIIuxcs, peKOMeHJyeTcs B TeueHUM y4eOHOTro roja
peryysipHO IyOJIMKOBaTh MHGOPMAIIMOHHBIE MaTEPHAJIbI, MOCBAIIEHHbIE OTAEJIbHBIM
acekTaM HHGOPMAIMOHHON 0e30IacHOCTH, a TaKKe pa3IMYHble NMaMATKU OOIIEro
Xapakrepa.

B cpenctBax MaccoBoi HWHMOpPMAaNHMHM, OPHUEHTHPOBAHHBIX HA II€/IaTOTUYECKYIO
OOIIIECTBEHHOCTh, PEKOMEHJIyeTCs B TEYEHUU KaJeHJApHOTO ToJila PETYJISIPHO
myOJIMKOBaTh WH(OPMAIMOHHBIE MAaTepHUaJIbl, MOCBAIIEHHbIE OTAEJIHHBIM acCIeKTaM
HHOPMaIIMOHHOU 6e3o1macHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
0611e00pa3oBaTeIbHbIX OpraHU3alMi, a TakKe pas3JInyHble MaMATKH, 00305l
HOPMaTHBHO-IIPABOBOTO  PETYJIMPOBAaHUS JJaHHOW cdepbl © HHOOPMADHUIO O
aKTyaJIbHBIX MEPOIIPUATUAX U COOBITUSIX B JAHHOU cdepe.

B xonme mnpoBenenuss EnuHOoro ypoka 1o OesomacHocTH B ceTd «IHTepHET»
pekoMeHayeTcs1 00ecIeuuTh BBIMYCK TEMATHUYECKOTO BBIMTyCKAa CpPeACTBa MacCOBOH
nHopManuu MO0 cepuu MyOJIUKAIINH, CPE/I KOTOPHIX PACCMOTPETh OPTaHU30BaHHbIE
MEPOIPUATHUS JJIsI OOydJalolmuXCsl, WX PpOJHUTENed (3aKOHHBIX TIPEACTABUTENIEN) WU
TeIarOTUYECKOU OOIIECTBEHHOCTH.

OdunmanbHbie HNHuTepHeT-pecypcesl O061m1e06pa3oBaTEIbHBIM OpraHu3anuaM
peKoMeHyeTcss Ha  cBouxX oduIuanpHbIX VI HTepHEeT-pecypcax  00ecleduTh
(pyHKIIMOHUPOBAHUE  CAMOCTOSITEJIbBHOTO U CIHENUAJU3UPOBAHHOTO  pasfes
«HpopManmoHHass 6€30IMacHOCTh», B paMKax KOTOPOTO IPElyCMOTPETh pa3MelleHre
caenyoner nHpopMaIun:

dopmar
Ne Paznea/moapasnen npeacTaBJIeHUs Conep:xxanue MaTepuaJioB
MaTepHuaJIoB




JlokannpHBIC
HOPMAaTHBHBIC
chepe
nH(pOPMaITMOHHOM
0e30IMacHOCTH
00yJaIIHIOTITUXCST

dKThl B

obecrieuennst Komuu TOKyMEHTOB

B (opmare *PDF

Pasmerarorcss KOMUM JIOKyMEHTOB, T.C.
CKaHUPOBAHHBIM BapUaHT JOKYMEHTa,
COOTBETCTBYIOLIMM  TpeOOBaHMAM K
napameTpam CKaHMPOBAHUS.
Paszmematorcs JOKYMEHTHI,
pErIaMEeHTHPYIOIME  OpPraHHU3alUI U
paboTy C TepCOHANIbHBIMUA JaHHBIMH,
IUTaHbl MEPONPUATUH N0 00eCHeUEeHUI0
UH(POPMALIMOHHOM 0e30macHOCTH
00ydJaronmxcs u Apyrue.

HopmartusHoe
perylupoBaHue

Komun
JIOKYMEHTOB B
¢dopmare *PDF

[TyOnuKyrOTCSl aKTyallbHbIE CBEACHUS 00
benepanbHbIX u pEerruoHaIbHBIX
3aKOHaX, MUChbMaxXx OPTraHOB BIACTH U
npyrue HOPMAaTHUBHO-TIPABOBBIE
JOKYMEHTBI, periiaMeHTHPYIOLIre
obecrieueHne nH(pOpPMAITHOHHOM
0€30MaCHOCTH ~ HECOBEPIICHHOJETHHUX.
JlonmyckaeTcsi BMECTO KOMHI pa3MeliaTh
TUIEPCCBIIKM  HA  COOTBETCTBYIOLIUE
JOKYMEHTBl ~ Ha  caliTax  OpraHoB
rOCyJIapCTBEHHOM BJIACTH.

Ilenarornueckum
paboTHUKaM

TekcT Ha cTpaHuile
caita Konun
JIOKYMEHTOB B
¢dopmare *PDF

Pa3smemarorcs
PEKOMCHOaIn nu
nHpopMmarus 0
MPOEKTax u
HaIpaBJIEHHBIX MTOBBIIIICHUE
MH(POPMAIIMOHHOMN IPaMOTHOCTH
MeJarorHYeCKuX pabOTHUKOB.

METOIMYECKHE
YKa3bIBaeTCs
MEpONPHUSITHSIX,
nporpammax,
Ha

OOygarommmcst

TekcT Ha cTpaHuile
cauTa

Pasmemaercs nH(pOopManMoHHas
namsatka  (mpmwiokenue — Ne2)  wm
YKa3bIBACTCS nHpopmarus 0
MEpPOTPHUATHSIX, MPOEKTax u
nmporpammax, HaIpPaBICHHBIX Ha
MOBBILIICHHE nH(POPMAITMOHHON
IPaMOTHOCTH OOYJarOIHXCsl.

Pogurensm (3akoHHBIM

TekcT Ha cTpaHuile

Pasmemaercs nH(pOpManuoHHas

NPEICTaBUTEISIM .
e ) caiita namsTka (mpunoxxenue No3).
o0yJarmuxcs

Pazmemaercs uHpopManUs 0
Herckue  Ge3omacHbie | TekcT Ha CTpaHUIE | PEKOMEHAYEMBIX K HCIOJIb30BAHUIO B
caiTsl caiita yueOHOM Iporiecce 0e30NacHbIX caiTax,

OaHHEPHI OE30MACHBIX JIETCKUX CAUTOB.

CBOHUX

o(puaITbHBIX

Opranam, OCyIIleCTBJIAIONIMM yIIpaBjeHHe B cdepe oOpa3oBaHUA, peKOMeHAyeTcsA Ha
HHTEpHET-pecypcax

obecrieunTh  (PYHKIIMOHUPOBAHHE




CaMOCTOSITEJIBHOTO U CIEIUAJIM3UPOBAHHOTO  paszen «adpopmanimonHas
0e30macHOCTh», B paMKaxX KOTOPOTO IIPeAYyCMOTPETh pa3MelleHUue CJeAyIolei
nHOpMaINH:

[Ipunoxenue N21

ITamarka
JIJISI OOy4JaoIuXcs 00 MH(MPOPMAIIMOHHOM 0€30IIaCHOCTH JAeTen

HEJIb34

1. Bcem moapsa coobmaTh CBOIO YacTHYO MHGoOpManuio (HacTosAlue uMsa, GaMuInio,
TesiepoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEN CEMbH U IPY3eH);

2. OTKpI)IBaTb BJIOXKE€HHbIE (bafIHbI 3HeKTpOHHOfI II04YThbI, KOI'ZJla H€ 3Hae€llb
OTIIPABUTEJIA,

3. I'pybuts, mnpuaupaTbcs, OKa3bIBaTh [JaBJeHHE — BECTH cebs HEBEXJINBO U
arpeccHBHO;

4. He pacnopspkaiicss JeHbraMH TBOeW ceMbH 0e3 paspellleHHs CTapIIux - Bcerjaa
cIIpalliiBaul poauTesie;

5. He Bcrpeuaticsa ¢ VHTepHET-3HAKOMBIMH B pPeaJlbHOU KU3HU - IOCOBETYHCSA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIIb.

OCTOPOXXHO

1. He Bce numyt npasay. Yutaems o cebe HenpaBay B VIlHTEpHeTe — co00IIM 00 3TOM
CBOUM POJIUTEJISIM HJIH OLIEKyHAM;

2. [IpursiamniaiT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - IPOBEPD, HET JIU IO/IBOXA;
3. HezakonHoe konupoBanue ¢aiioB B IHTepHETE - BOPOBCTBO;
4. Becerna pacckasbiBaii B3pOCJIbIM O IpobJieMax B CETU - OHU Beer/ia IOMOTYT;

5. Wcnonp3yit HacTpOWKU 0e30MacHOCTH W MPUBATHOCTU, YTOOBI He IMOTEPATH CBOU
aKKayHTBI B COIICETAX U JIPYTUX MTOPTaIax.

MO>XHO

1. YBaskail IPyTrux Moib30BaTese;

2. [Tosp3yerbest IHTEPHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETo;
3. OTKpBIBa# TOJIBKO T€ CCHLJIKH, B KOTOPBIX YBEPEH;

4. O6ImaThCA 3a MOMOIIBIO0 B3POC/IBIM - POJIUTEIH, OMIEKYHBI U aJIMUHUCTPAIIUs CAlTOB
BCerja IOMOTyT;

5. Ilpoiimm oOyueHue Ha cante «CeTeBUYOK» U TMIOJYYH TACHOPT IHUPPOBOTO
rpakJaHuHal

IIprnoxenue NO 2



HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNUXCS /I pa3sMelleHUs
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HHTEPpHETE CTAHOBUTHCA 60)'[]31].[6, a IIKOJIBHUKHW OJHHU 13
CaMbIX aKTUBHBIX I10JIb30BaTe el PYHeTa. Me;w:[y TEM, IIOMHUMO OTPOMHOTI'O KOJIMYECTBaA
BOBMO)I(HOCTGI‘/JI, HUHTEPHET HECET U l'IpO6)IeMbI. dTa mmamsaTKa AOJI2KHAa IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KommbroTepHBIE BUPYCHI

KommnbpioTepHBII  BUpPYyC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrpPaMM,
OTJINYUTEILHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCA CIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYChI MOTYT IOBPEIUTh WU IOJHOCTBIO YHUYTOXKUTH BCE
daistbl ¥ AaHHBIE, MOJAKOHTPOJIPHBIE IIOJIB30BATEI0, OT HMEHH KOTOpOro ObLia
3amyllleHa 3apak€HHasdg MPOrpamMmMa, a TakKKe MNOBPeIUTbh WM JaKe YHUUYTOXKUTb
OIEpallOHHYI0 CHCTeMYy cO BceMHu aillaMu B 1ejsioM. B OOJIBIIMHCTBE CiIydaeB
pacIpoOCTpaHAITCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1b1 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnosip3y#i coBpeMeHHbIE OIepalliOHHbIE CUCTEMBI, UMEIOIIUE CEPhE3HBIA YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IIPOTPAMM;

2. [TocrosgHHO ycTaHaBauBail madTu (Iu@pOBBIE 3aILUIaTKU, KOTOPblE aBTOMATHYECKHU
YCTAaHABJIUBAIOTCA C II€JIbI0 JIOPAaOTKW MPOrpaMMbl) W JApyrue OOHOBJIEHUS CBOeu
oreparoHHON cucremMbl. CKaunBall UX TOJBKO ¢ OQUIIMATBLHOTO calTa pa3paboTUnKa
OC. Ecsu cytiecTByeT pexKUM aBTOMAaTHUeCKOTO OOHOBJIEHU s, BKJIIOUHU €T0;

3. PabGotaii Ha cBOEM KOMIIBIOTEPE IO IIpaBaMU IIOJIb30BATE/IA, a4 HE a/IMUHHUCTPATOpA.
9TO He MO3BOJIUT 6OJ'II:>I_HI/IHCTBy BPpE€AOHOCHBIX IIPOIPpaMM HHCTAJJINPOBATBCA HA TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Mlcrionib3y#i aHTUBUPYCHBIE ITPOTPAMMHBIE ITPOJIYKThI HU3BECTHBIX ITPOU3BOJIUTEJIEH, C
aBTOMAaTHUUYECKUM OOHOBJIeHHEM 0a3s;

5. Orpanuub pu3NIecKuit JOCTyI K KOMIIBIOTEPY JIJIsI HOCTOPOHHUX JIUII;

6. Mcnosib3yil BHENTHNE HOCUTENU UHGOpPMAIUH, TakKue Kak ¢Jielika, JUCK Win (aiiin
13 UHTEPHETA, TOJIbKO U3 PO epeHHBIX UCTOUYHUKOB;

7. He oTkppiBaili KoMIbIoTepHbIe (ailyibl, OJIyUeHHblE U3 HEHA/IEKHBIX UCTOYHUKOB.
Jlaxe Te pailapl, KOTOphIE MPUCJIAJI TBOU 3HAKOMBIH. Jlydllle yTOUYHH Y HETO, OTTIPABJISII
JI1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He Bu mepefauu JTaHHBIX, HE TEXHOJIOTUS, a BCETO JIUIIL OpEHJ, MapKa.
Eme B 1991 rojy HujepiIaHAcKas KOMIAHUs 3apeructpupoBayia 6pers « WECA», uto
obo3Hauasmo cimoBocouetanue «Wireless Fidelity», koroperii mnepeBomuTCcs Kak
«0ecIpoBOIHAS TOUHOCTh».

Jlo Hamiero BpeMeHHU JolLIa Apyras ab0peBuaTypa, KoTopas sBJISIeTCA TaKOH ke
TexHoJiornei. dto abopeBuarypa «Wi-Fi». Takoe HazBaHue OBLIO JAaHO ¢ HAMEKOM Ha
CTaHZIapT BbICHINM 3ByKoBoM TexHuku Hi-Fi, 4To B mepeBojie 0O3HAuaeT «BBICOKas
TOYHOCTB».



Jla, 6ecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNIsAX U a3pOIIOPTaxX SABJAETCS OTIHYHOU
BO3MOJKHOCTBIO BBIXOZa B HHTepHEeT. HO MHOrHMe BKCHEPTHI CUYUTAIOT, UTO
obmmenocrymnabie Wi-Fi cetu He sABIsAI0TCA 6€30IMaCHBIMH.

CoseTbl 110 O€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JymuHy0 mHopManuio depe3 obiemocTymHable Wi-Fi cerm.
PaboTas B HUX, JKeJlaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTUHBI U KaKUe-TO HOMepa;

2. Mcnosnb3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI U OpaHamayep. Tem cambIM ThI
obe3omnacuIb ceds OT 3aKaUYKH BUPYyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otrimoun ¢yskiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasg QYHKIUA 3aKphiTa IO YMOJYAHUIO, OJJHAKO HEKOTOPHIE
II0JIb30BATETN AKTUBUPYIOT €€ /11 yI00CTBA MCIIOIb30BaHUsA B paboTe niu yuebe;

4. He ucnonp3yit mybamunsiii WI-FI 14 mepeziaum JIMIHBIX TAHHBIX, HAIPUMED JJIS
BBIXO/Ia B COIJMAJIbHBIE CETU WUJIN B 3JIEKTPOHHYIO I10YTY;

5. Umosnb3yit ToibKO 3ammuiieHHoe coenuHenue dyepe3 HTTPS, a we HTTP, T.e. mpu
Habope Beb-aapeca BBOAM NUMeHHO «https://»;

6. B wmoOwibHOM TestedoHe OTKIouM GyHKnuoo «Ilogkimoyenme kK - Wi-Fi
aBToMaTuuecku». He momyckail aBTOMaTH4eCKOr0 MOAKIIOUEHUs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacus.

ConuasibHbIE CEeTU

ComuasibHbIE CEeTH aKTHUBHO BXOJAT B HAIITy JKU3Hb, MHOTHE JIIOJIH PAOOTAIOT U JKUBYT
TaM IOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MULIHAP]] YETIOBEK, UTO SIBJISIETCS
OZIHOI CeIbMOU BCEeX >KHUTeJIeH IIaHeTbl. MHOrue II0JIb30BaTeJM HEe MOHHMAIOT, 4TO
nHpopManus, pas3MellleHHas UMU B COIHMAJIBHBIX CETAX, MOXKET OBITh HaliJleHa u
HCII0JIb30BaHAa KEM YTOTHO, B TOM YHCJIe He 00s3aTeIbHO ¢ OJIaruMH HaMePEeHUsIMH.

OCHOBHBIE COBETHI IO 0€30IIaCHOCTHU B COIIMAJIbHBIX CETAX:

1. OrpaHuyb CHOUCOK Jipy3eil. ¥ TebGs B Apy3bsX He JOKHO OBITh CIyYallHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai cBow YacTHyIo Ku3Hb. He ykasbiBail maposiu, TesedoHBI, aapeca, AaTy
TBOETO POXJEHUA M [APYIyI0 JIMYHYI HHQOPMAIUIO. 3JIOYMBIIUIEHHUKUA MOTYT
HCIOJIBb30BaTh JAa)ke WHQMOpPMAIMI0 O TOM, KaK Thl U TBOW POJAUTENH IUJIAHUPYETe
IIPOBECTU KAHUKYJIBI;

3. 3amnuInai CBO PEIyTaluio - IEPKH €€ B UNCTOTE U 337laBail cebe BOIIPOC: XOTeJT ObI
ThI, UTOOBI JPYyTHE T0JIb30BATEN BU/IEIU, UYTO THI 3arpyskaelib? Iloaymaii, mpex/ie yeM
YTO-TO OIIyOJTMKOBATh, HATIMCATD U 3aTPY3UTh;

4. Ecsin ThI TOBOPUIIIB C JIIOJIbMU, KOTOPBIX He 3Haelllb, He UCIOJIb3yH CBOE peayibHOe
WM U IPYTYIO JINYHYI0 UHMOPMAIUN: UM, MECTO JKUTEJIbCTBA, MeCTO yueObl U IIpouee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/Ie T N300paKeH HA MECTHOCTH,
II0 KOTOPOM MOKHO OIIPEJIEJTUTHh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpamum B COIMAIBHONU CETH HEOOXOMMO HUCIIOIb30BaTh CJI0KHBIE ITaPOJIH,
cocrosiye u3 OyKB v u@p U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM ceTH, MOYTHI U JIPYTUX CAUTOB HEOOXOJIMMO HCIIOJI30BaTh PA3HBIE
naposii. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH TOJIyYaT JAOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

BJIGKTPOHHI)IG AC€HbI't

OIeKTPOHHbIE JIEHbI'M — 3TO OUeHb yJIOOHBIN crocob IiaTexkei, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IIOJIYIUTh 3TU JIEHBTH.

JJIEKTPOHHBIE JIEHBI'H MOSIBUJIMCH COBCEM HEIABHO U MMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He MPOIMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHM (PYyHKIHMOHUPYIOT U O HHUX YK€ IPONMCAHO B 3aKOHe, I/le HX
Pa3AenAT Ha HECKOJIBKO BU/IOB - aHOHMMHBIE U He aHOHUMHBIe. Pa3Hunia B Tom, 4TO
QaHOHUMHBIE - BJTO Te, B KOTOPBIX paspeliaercsi IPOBOJAUTH omnepanuu 0Oe3
WJICHTU(PUKAIUY I10JIb30BaTesIsA, a B HEAHOHUMHBIX HJEeHTU(UKALUU I10JIb30BaTesIA
ABJIsIE€TCS 003aTeIHHOM.

Takoxke cJIeaAyeT pa3jindaThb 9JIEKTPOHHLBIE (I)I/IaTHbIe A€HbI' (paBHI)I ToCyaAapCTBEHHbBIM
BaJIIOTaM) U SJIEKTPOHHbIE He(I)I/IaTHI)Ie A€HbI' (He PaBHBI TOCYAapPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30IMaCHOM pa60Te C 9JIEKTPOHHBIMH J€HbI'aMM:

1. [IpuBsi:ku K cueTy MOOWIbHBIN TejieOH. ITO caMbIil yIOOHBIM U OBICTPBIN CIIOCO0
BOCCTAaHOBUTH JIOCTYH K cueTy. [IprBsA3aHHbBIN TesiedOH TOMOXKET, ecyiu 3a0y/elllb CBON
IJIATEeXKHBIH MapoJib WK 3ali/Ielb Ha CAalT C HE3HAKOMOTO YCTPOICTBA;

2. Hcnosib3yii omHOpa3oBbie maposin. Ilociie mepexosia Ha YCHUIEHHYI0 aBTOPH3AIUI0
Tebe y»Ke He OyZIeT yrposkaTh OMMACHOCTh KPasKK WJIM IepexBaTa IJIaTeKHOTO TapoJis;

3. Beibepu cioxkHbIN maposib. IlpectymHukam OymeT He IPOCTO YTrajlaTh CIIOXKHBINA
nmapoJsib. Hazie’kHble aposii — 3TO MapoJiv, KOTOPBIE COZEPKAT He MeHee 8 3HAKOB U
BKJIIOYAIOT B cebOsi CTPOUHBIE U MPOMUCHBIE OYKBBI, MU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JIoJuiapa, GyHTa, BOCKJINIIATEIbHBIN 3HaK U T.11. Harpumep, StROng!;;

4. He BBOAM cBOU JIMUHBIE TaHHBIE HA CAliTaX, KOTOPHIM He JIOBEPsIENIb.
DJIeKTPOHHAA IIOHTA

IJIEKTPOHHASA II0UTA — 3TO TEXHOJIOTHUS U MPEOCTaBIsIEMbIE €10 YCIYTH 110 MEPECHLIIKE
U TIOJIyYE€HUIO 3JIEKTPOHHBIX COODIIIEHNM, KOTOPbIe PACIIPE/IeIAI0TCSA B KOMIIBIOTEPHOMN
cetd. OOBIYHO OJJIEKTPOHHBIM IIOUTOBBIA SIIUK BBIIVIAAUT CJIEAYIOIMAM 00Opa3om:
UMSI_I10JIb30BaTe/ A @UMs_oMeHa. Takyke KpoMe mepeladrd MPOCTOTO TEKCTa, HMEETCS
BO3MOXKHOCTb IIe€pe/IaBaTh (DamIbI.

OcCHOBHBIE COBETHI 10 Oe30TacHON paboTe ¢ 3JIEKTPOHHON ITOYTOM:

1. Hazo BIOpaTh mIpaBUIbHBIM TOYTOBBIN cepBUC. B MHTepHETE eCcTh OTPOMHBIN BBIOOD
OecryIaTHBIX MOUYTOBBIX CEPBHCOB, OJTHAKO JIydllle JIOBEPATHh TeM, KOTO 3HAaellb U KTO
MEPBBIN B PEUTHHTE;

2. He yka3piBail B IUUHOU moute Jin4Hy0 uHpopMmaruo. Hanpumep, jydiiie BhIOpaTh
«MY3BIKQJIBHBIN__(aHaT@» WIN «pOK2013» BMecTO «TeMal3»;

3. Mcnosp3y# ABYXATAITHYI0 aBTOPHU3AIUI0. DTO KOTZla IOMHMO MapoJisi HY?KHO BBOJUTD
KO/I, IpUChLIaeMbli 110 SMS;



4. BpiObepu CJIOKHBIN maposib. JIJIA KaXKJIOrO IIOYTOBOTO SIIUKA JOJDKEH OBITh CBOU
HaJIe>KHBINW, yCTOMUYUBBIUA K B3JIOMY I1apOJib;

5. Ecsii ecTh BO3MOKHOCTh HAIIUCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcmosnb3yil HECKOJIBKO IOYTOBBIX ANIUKOB. llepBbIil 711 YacTHOU NEpemnucKu C
azpecaTaMu, KOTOPBIM ThI JIOBepseNTb. ITO 3JEKTPOHHBIN a/ipec He Ha/l0 UCIIOIb30BaTh
IIpU perucTpanuy Ha Gpopymax u calrax;

7. He oTkpbIBail aiiyibl U Jpyrue BJIOXKEHUS B MHCbMaX JlaKe eCcJIM OHU HPUIILUIN OT
TBOUX JIpy3ei. JIydlle yTOUHHM Y HUX, OTIIPABJISJIN JIM OHU Tebe 3Tu (aiibl;

8. Ilociie okoHuYaHWsA PabOThI HA MOYTOBOM CEPBUCE IEPE]] 3aKPBITUEM BKJIAJIKU C
caiToM He 3a0y/Ib HAXKaTh Ha « BRIUTH».

KubepOy IMHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOyisimHr — TIpecyiefJOBaHUE COOOIEHUsIMU, COAEPKAIUMHU OCKOPOJIEHUS,
arpeccuio, 3alyTHBaHHE; XYJIUTAHCTBO; COIUAJIBHOE OOWKOTUPOBAHUE C IOMOIIBIO
PAa3INYHBIX HTHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 0 60phbE ¢ KUOEPOYJIIMHTOM

1. He 6pocaticst B 60i. JIyqimuii cmoco6: IMOCOBETOBAThCS Kak ce0s BECTHU U, €CJTU HET
TOTO, K KOMY MOXKHO O0pPaTUThCS, TO BHAUaJIEe YCIIOKOUThCA. Ecu Thl HAUHENIh OTBEYaTh
OCKOpPOJIEHUSAMU HAa OCKOPOJIEHUA, TO TOJIBKO ellle O0JIbIlle pa30KKelllb KOH(PIIUKT;

2. YpaBJisii CBoed KHOeppeIyTayei;

3. AHOHMMHOCTb B CE€TH MHHMAas. CYH.IGCTBYIOT CIIOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHUMHBIM aKKaYHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOU KU3HU. VIHTEpHET (PUKCUDYET BCE
TBOM JIEUCTBUS U COXPAHAET UX. YIAIUTD UX OyZleT KpaliHe 3aTpy/IHUTEIHHO;

5. CobJtro/1ait CBOM BUPTYaIbHYIO YECTh CMOJIOZY;

6. Urnopupyit enuHuuHbId HeratuB. OpHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS
Jiy4diiie uirHopupoBath. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4aJabHOU CTa/iuu;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COITAATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKHU OTIIPABKU COODIIIEHUH C OITPe/IeIEHHBIX aJ[PECOB;

8. Eciu T cBuzerenb KubepOysuimHra. TBou JeHCTBUA: BBICTYIUTh IPOTUB
mpecjie/ioBaTesisd, MOKa3aTh €My, 4YTO €ro JIeHMCTBUS OIEHUBAIOTCA HEraTUBHO,
MO/AEPKATh JKEPTBY, KOTOPOH Hy’KHA IICUXOJIOTUYECKAs TIOMOIIb, COOOITUTH B3POCIBIM
0 (pakTe arpeccUBHOTO IOBEJIEHUSA B CETH.

MobubHBIH TeedoH

CoBpemenHble cMapTGOHBI M IUIAHIIETHl COAEpKAT B cebe BIOJHE B3POCJIBIHI
(pyHKIMOHAJN, U Temepb OHU MOTYT KOHKYpPUPOBaThb €O CTallMOHAPHBIMHU
KoMnbioTepaMu. OZTHAKO, CPEJICTB 3aIUTHI /IS OIOOHBIX YCTPOMCTB ITOKA OYEHb MAaJIO.
TecTupoBaHue U IOUCK YA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK UHTEHCUBHO, KaK JUIA
ITK, To ke camoe KacaeTcs U MOOMIBbHBIX IPUJIOKEHUH.



COBpeMeHHI)Ie MOOUJILHBIE 6pay3epb1 YVXKe IIPpaKTU4YeCKH [JOTrHa/Ii HACTOJIbHbIE
aHaJIOTW, OJJHAKO paCHIMpEHHe CI)YHKIII/IOHa)Ia BJIEUET 3a coOOH 6OJII)H.Iy}O CJIOKHOCTDb U
MEHBbIIYIO 3alllUIITECHHOCTbD.

Z[aJIeKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOBJI€HI/IH, 3aKpbIBalOIIe KPUTHUYECKUE
YA3BUMOCTH JJIA CBOUX YCTpOﬁCTB.

OCHOBHbBIE COBETHI JJLA 0e30ImacHOCTH MOOUJIBHOTO Te)Ie(l)OHaZ

1. Huuero He sABsAETCA MO-HACTOAMIEMY OecCIIaTHBIM. By/ib OCTOpPOKEH, BeAb KOT/a
Tebe mpeziaraloT 6eCcIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO ILJIATHBIE

YCIIyTH;

2. Jlymaii, mpexjie uem otupaButh SMS, ¢oTo wiu Buzeo. Thl TOYHO 3HAEITD, T/IE OHU
OyZyT B KOHEUHOM UTOTE?

3. Heo6xo011M0 0OOHOBJIATH ONlEpAIIOHHYIO CUCTEMY TBOEro cMapT@oHa;
4. Vicnosp3yit aHTUBUPYCHBIE IPOTPAMMBI /1J11 MOOMJIBHBIX TeJIe()OHOB;

5. He 3arpy>1<a1‘/’1 IIPUJIOKEHHA OT HEM3BECTHOT'O NCTOYHHUKA, BEAb OHHU MOTI'YT COAEPKATDb
BPEAOHOCHOE IIPOrpaMMHO€E O6€CH€‘-I€HI/IG;

6. ITocsie TOTO Kak ThI BBIMJIEIID C CAiTa, I/ie BBOJAWI JIMUHYIO HHGOPMAIHIO, 3aiIu B
HacTpoliKu Opaysepa u yaaju cookies;

7. HepI/IO/II/I‘-IeCKI/I HpOBepHﬁ KaKue IJIaTHbIE YCIIYTH aKTUBHPOBAHBI Ha TBOEM HOMEDPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO Tejie)OHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth momkeH OBITH BBIKJIIOUEH, KOTZa THI UM He IOJIb3yellbcsa. He 3a0biBait
WHOT/Ia TTPOBEPSATH 3TO.

Online urpser

CoBpeMeHHble OHJIAUH-UTPBl - 3TO KpPAaCcOYHble, 3axBaThIBAIOIINE pa3BJleuyeHus,
00beINHAIONINE COTHU THICAY YeJIOBEK 110 BceMy MUPY. VITPOKU UCCIIEAYIOT JaHHBINA UM
MHp, O0WIAIOTCA APYT C JIPYTOM, BBHITIOJIHAIOT 33JIaHUs, CPA’KAIOTCA ¢ MOHCTpAMHU U
MOJIy9alOT OMNBIT. 3a YZOBOJIBCTBHE OHU IUIATAT: IIOKYyHAKT /JUCK, OIUIAYUBAIOT
abOHEMEHT WJIN IPUOOPeTaI0T KaKue-To OIIIUH.

Bce sTu cpencTBa uAYT HaA MOJJep)KaHUE U pa3BUTHE UIPHl, a TaKkKe Ha caMmy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPHU3AIHH, BBIITYCKAIOTCS HOBBIE TTATUYH
(rudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,Z[O6HI:>IX HUIpax CTOUT oOIracaTbCAd H€ CTOJIbBKO CBOHX COIIEPHHKOB, CKOJIBKO KpPaXXH
TBOETO I1ap0Jid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOpHU3allU OOJIBIITMHCTBA HUIrp.

OCHOBHBI€E COBETHI 110 0E€30IIaCHOCTH TBOETO HUTPOBOI'0O aKKayHTa:

1. Ecsti ipyroii urpok BezieT cebs II0X0 WK co3AaeT Tebe HeMPUATHOCTH, 3a0JI0KUPYH
€T0 B CIIHCKE UTPOKOB;

2. Ilokasyiica aAMUHUCTpATOpaM Wrpbl Ha IJIOXOe IIOBEJIEHHE STOr0 UIPOKa,
JKeJIaTeJIbHO NMPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB;



3. He ykasbiBaii inyHyo nHGOPMAIUIO B Ipodaiiie Urpsl;
4. YBaxkail Ipyrux y4acTHUKOB I10 UTDE;

5. He ycranaBimBaii HeopumaibHble TaTYN U MOJIbBI;

6. Mcrosib3yi c103KHbBIE U Pa3HBIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTpHI HE CTOUT OTKJIIOUATh aHTUBUPYC. Iloka ThI Urpaemib, TBOU
KOMIIBIOTED MOT'YT 3apa3UTh.

OUIIWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOUW KpaskeHW JleHer W JIOKYMEHTOB CETOAHS YK€ HHUKOTO He YJHUBHIID, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUM 3JI0YMBINLIEHHUKHA IEPEMECTHINCh B UHTEPHET, U
MIPOIOJIKAIOT 3AaHUMAThCsl «JTIOOUMBIM» JIEJIOM.

Tak mossBWIach HOBasl yrpo3a: MHTEPHET-MOIIIEHHUYECTBAa WIN (QUIIHHT, TJIaBHAS IEJb
KOTOPOTO COCTOMT B TIOJIyUeHUHM KOH(UJIEHIIMAIbHBIX JIaHHBIX II0JIb30BaTEIEH —
JIOTUHOB ¥ napoJieii. Ha anriuiickoMm si3bike phishing unraercs kak dummuHr (ot fishing
— pBIOHAsA JI0BJIA, password — MmapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIITUHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. Ecji THI IIO03peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HE0OXOAUMO 3a0JIOKHPOBATh €€ U COOOIUTh aflIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODee;

2. Hcmonp3yin Oe3omacHble BeO-CalThl, B TOM YHCJIE, WHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yit ciiokHBIE U pa3Hble mapoyu. Takum ob6pas3oMm, eciu TeOsA B3JI0MAIOT, TO
3JI0yMBITIIUIEHHUKH TIOJIyYaT JOCTYII TOJIBKO K OTHOMY TBOEMY ITPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecnu Te6s1 B310Masu, TO HEOOXOAUMO IMIPeIyIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
nobaByieHbl y TeOSA B JIpy3bsX, O TOM, UTO TeOs B3JIOMaJI U, BO3MOXKHO, OT TBOETO
MMeHU OyJleT pacchlIaThes CIIaM U CCHUJIKU Ha (DUIITMHTOBBIE CAUTHI;

5. YcraHoBH HajieskHbIN n1aposib (PIN) Ha MOOMIBHBIHN TeledOoH;
6. OTKJIIOYY cOXpaHEeHUe MmapoJisi B Opaysepe;

7. He oTkpsIBail ¢ailsiel U Apyrue BJIOXKEHHUA B MHChMax JaKe ecId OHU MPUILINA OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJIA/IN JIU OHU Tebe 5Tu (haiibl.

[{udposas pemyranus

[Mudposas pemyranus - 5T0 HETATUBHAA WU IO3UTUBHAs MHGOpMAIUA B ceTU O Tebe.
Kommpomerupyromas uHdopManus pasMellleHHas B UHTEPHETE MOXKET Cepbe3HBIM
00pa3oM OTpasuThcs Ha TBOeH peasibHOU ku3HU. «[[udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIU (popMmupyetcs n3 nHdopmanuu o Tebe B UHTEPHETE.

TBoe MecTO IKUTeJbCTBA, Y4eObl, TBOoe (HUHAHCOBOE IOJIOKEHUE, OCOOEHHOCTU
XapakKTepa U paccKasbl 0 OJIN3KUX - BCe 3TO HaKaIJINBAeTCA B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IyOJIUKAIIMHU JIMYHON WHGOPMAIINHY B
VIHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUH. ThI ake HE CMOJKEIIb JIOTalaThCs
0 ToM, uTo ororpadusi, pa3MelleHHas 5 JIeT Ha3aJl, CTajla IPUUYNHON 0TKa3a MPUHSITH
TebOs1 Ha paboTy.

KomMeHTapuu, pasmelneHrue TBOuX ¢oTorpaduili W Apyrue JIeHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke I0CJIe TOTO, KaK Thl MX yAaIUIb. Thl HE 3HAEIIb, KTO COXPAHUI 3Ty
nHpopManuio, Iomajaa JU OHA B MOWCKOBBIE CHCTEMBI ¥ COXpPaHWIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpy»Kalolee JIIOJM, KOTOPble HAUAYT U YBUSAT 3TO.
Haitt mHGOpMAIUIO MHOTO JIET CIIYCTSI CMOKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUEeM IPUUNHUTH BpPe/. ITO MOKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI I10 3aIuTe HU(GPOBOU peryTaIuu:

1. [Tomymai, mpexze uemM 4TO-TO IMyOJIMKOBAaTh U IepefaBaTh y ceds B Ojiore Wid B
COITMAJIbHOHU CETH;

2. B HacTpoiikax npoduig ycTaHOBU OTPAaHUYEHUS Ha IIPOCMOTP TBOero npoduys U ero
COJIEP>KUMOTO, C/IeJIal €T0 TOJBKO «JJIs JIpy3eii»;

3. He pazmeraii u He yKa3bIBall HHGOPMAIHUIO, KOTOPAsA MOKET KOT0-JTU00 OCKOPOJISThH
WJIA OOMKATh.

ABTOpPCKOE TTPaBo

CoBpeMeHHbIE IIIKOJIBHUKU- AaKTHBHBIE I10JIb30BATENN IM(GPOBOTO IIPOCTPAHCTBA.
OnHako [ajieko He Bce B3HAIT, YTO II0Jb30BaHWE MHOTUMH BO3MOKHOCTAMU
g poBoro Mmupa TpedyeT coOJII0eH s ITPAaB Ha HHTEJIEKTYyaIbHYI0 COOCTBEHHOCTb.

TepMUH «UHTeJUIEKTyaIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3IMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAUMHAsA C HOBBIX H300peTEHWH U 3HAKOB, 0003HAUYAIOIINX
COOCTBEHHOCTh Ha MPOJIyKTHl U YCJIYTH , U 3aKaHUYMBasA KHUTaMU, Qororpadusamuy,
KUHODUIPMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKUeE IIpaBa - 3TO IIpaBa Ha UHTEJUIEKTYaAJIbHYI0O COOCTBEHHOCTh Ha NIPOU3BEIeHUA
HAyKH, JIUTEPATypbl U UCKYyCCTBA. ABTOpPCKHE IpaBa BBICTYNAIOT B KauecTBe rapaHTUH
TOTO, UTO UHTEJIJIEKTYaIbHBIN/TBOPUECKUU TPY/I aBTOPA He OyAEeT HAIIPACHBIM, JIACT EMY
CIIpaBe/IUBbIE BO3MOKHOCTH 3apaboTaTh Ha pe3ysbTaTaxXx CBOEro TPYyAa, IMOJIYUYUTh
HU3BECTHOCTH U Npu3HaHue. HUKTO 6e3 pa3peleHus aBTopa He MOKET BOCIIPOU3BOJIUTH
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJWYHO JE€MOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, IMyOJUYHO HUCIOJIHATH, IIOKA3bIBATh/UCIIOJHATH B
adupe wim pa3Mmeiars B IHTepHeTe.

Hcnosnb3oBaHUe «MHPATCKOTO» MPOrPaMMHOr0 o0eclieueHUs MOXKeT IPUBECTU K
MHOTUM pUCKaM: OT IMOTE€pPU JAAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKH TBOETO
yCTPOMCTBa, I7le YCTAaHOBJIEHHBIH He JjierajibHasA nporpamma. He crouT Takke 3a0bIBaTh,
YTO CYIIECTBYET JleTaJbHble U OecIaTHble IPOTPaMMbl, KOTOPBbIE MOKHO HAWTH B CETH.

O noprase

CereBUUOK.p¢d - TBOU TIJIaBHBIM COBETYMK B CETHU. 37leCh Thl MOXKEIIb y3HATh O
0e30TIaCHOCT B CETH IOHATHBIM M JOCTYIIHBIM SI3BIKOM, a MPHU BO3HHUKHOBEHUU
KPUTUYECKOH CHUTyallud OOpaTUTHCS 34 COBETOM. A TakKe INPHUHATH y4yacTHe B
KOHKYypCax U CTaTh CaMbIM ITU(MPOBBIM IPOKJAHUHOM !



IIpunoxxenue N2 3

ITamaTka a1 poauresed 06 nHPOPMAITMOHHON 0€30MacCHOCTH
nereu

Ompenenenve TepMuUHa «HHGOPMAIMOHHAA OE30MAaCHOCTh JEeTel» COAEPIKUTCS B
®enepanpHoM 3akoHe N2 436-O3 «O 3ammuTte Aeteil oT nHGOPMAIUHN, TPUUNHSAIONIEHN
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PErYJINPYIOLIUM OTHOIIIEHUs, CBA3aHHbIE C 3aIIUTON
netell oT uHOOpMAIUM, TPUYUHAOIIEH BpeJl UX 370pOBbI0 U (WIM) Pa3BUTHUIO.
CoryiacHO JaHHOMY 3aKOHY «HWH(MOpPMAIMOHHASA 6€3011aCHOCTD JIETEN» - ITO COCTOSTHUE
3AIUIIEHHOCTH, TPHU KOTOPOM OTCYTCTBYeT PHUCK, CBS3aHHBIM € IpPUUYNHEHHUEM
nHdopmanmel Bpefia ux 3J0pOBbI0 U (Win) PpuU3nIeckoMy, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepasbHoro 3akoHa NO 436-®3 wHbopmaruein, NPUUYUHSIONIEA Bpe
37I0POBBIO U (MJIN) PA3BUTHIO JIETEH, SBJISIETCS:

1. mHDOpMAaIUA, 3aIpelleHHas I/I pACIIPOCTPAaHEHUs CPETU JIETEH;

2. nHdopManuA, pacupocTpaHeHNe KOTOPON OrpaHUYEHO CpeZiU JieTell OIpesiesIeHHbIX
BO3PACTHBIX KaTerOpHUi.

3. K uadopmanuu, 3anpenieHHOH JJ1sl paCIIPOCTPAHEHUs CPeU JeTel, OTHOCUTC:

4. uHpopmMaius, mobyKaamInas JeTeld K COBEPIIEHUI0 JeWCTBUH, IPeACTaB/IAIOIINX
yIrpo3y WX KU3HU U (WJIH) 3/I0POBBIO, B T.4. IPUUYMHEHUIO Bpe/la CBOEMY 3710POBBIO,
CaMOYyOHHCTBY;

5. CIIOCOOHOCTH BBI3BATh y JieTel »KeJaHue yIOTPeOUTh HApPKOTHYECKHUE CPEJICTBA,
IICUXOTPOIIHbIe W (WIM) OJypMaHHWBAIOIHE BeIllecTBa, TabayHble W3AENNA,
QJIKOTOJIBHYIO Y CITUPTOCOAEPIKATIYIO ITPOYKITUIO, IIMBO M HAIIUTKU, U3TOTAaBJIMBaeMbIE
Ha €ro OCHOBe; INPHUHATH yJacTHE B a3apTHBIX UrpaX, 3aHUMATbCS ITPOCTUTYIIHEU,
OpOASKHIUYECTBOM HJIM IIOITPOIIAHUYECTBOM;

6. 000CHOBBIBAWOIIAS WJIM OMNpaBAbIBAIONIas JIOMYCTUMOCTh Hacwiausad u (uim)
JKECTOKOCTU JUOO0 TOOYK/AIoIas OCYIeCTB/IATh HACUJIbCTBEHHBIE JIEHUCTBUS IO
OTHOIIIEHHUIO K JIOJAM U JKUBOTHBIM;

7. OTpHUIIAIONIAas ceMerHble IEHHOCTH U (POPMUPYIOIAs HEYyBAKEHUE K POAUTENAM U
(wm) ApyruM 4IeHaM CEMbH;

8. ompaBppIBatoIIas IPOTUBOIIPABHOE IMMOBE/IEHUE;
9. cozieprKalasi HelleH3ypHYIo OpaHb;
10. cofiepkaras HHGOPMAIHIO TOPHOTPAadUUECKOro XxapaKTepa.

K nadopmanuu, pacnpocTpaHeHre KOTOPOU OTPaHUYEHO CPeJU JieTell onpesieIeHHOTO
BO3pacTa, OTHOCUTCA:

1. uHopMaIus, mpejcTaBpasgeMas B Bue W300paKeHUs] WJIN OMKUCAHUS YKECTOKOCTH,
¢pusmueckoro u (WIM) TICHUXWUYECKOTO HACWJIIHA, TMPECTYIUIEHUS WJIH HWHOTO
aHTHOOIIECTBEHHOIO IeHCTBUA;



2. BBI3BIBAIONIAA y JIETEH CTpaxX, y:Kac WM MaHUKY, B T.4. IIPEJCTaBJseMas B BHUJE
n300pa’keHUsl WM OIMCAHHUS B YHIDKAIOIIEH YeJ0BEUYeCKOe JIOCTOMHCTBO dopMe
HEHACHJIbCTBEHHOU CMePTHU, 3a00JIeBaHUSA, CAMOYOHUICTBA, HECYACTHOTO C/Iy4asi, aBapUU
WU KaTacTpodbl U (MJIH) UX ITOCIIEICTBUM;

3. TIpeJicTaBysieMas B BUJie N300paKeHUs WU ONHMCAHUS TOJIOBBIX OTHOIIEHUH MEXKITY
MY>KUYUHOU U KEHIITUHOU;

4. coaepikaiiaa 6paHHI>Ie CJIOBA U BbIPpAXKEHUA, HE OTHOCAIITHUECA K HeI.IeHBypHOI‘/i 6paHI/I

C yuetom sToro Bam npeasaratores npaBuiia paboThl B ceTu IHTepHET /111 pa3IUUHBIX
BO3PACTHBIX  KaTEerOpHUH, cOOJIIOJIeHEe  KOTOPBIX  IIO3BOJIUT  O0ECHeYHUTh
“HOpMaIMOHHYI0 6€30ITaCHOCTD BAIIUX JI€TEM.

OO01rre mpaBwUJIa JIJII POAUTENIEH

1. HesaBucumo oT Bo3pacra pebeHKa HCIOJB3YyHTe IIporpaMMHOe obecriedeHue,
rmoMoratoiee (GUIbTPOBaTh W KOHTPOJIMPOBATh WH@OpPMAIMIO, HO He IoJiaraiTech
ITOJTHOCTHIO Ha Hero. Ballle BHUMaHUe K peOeHKY - TJIaBHBIH METO/] 3aI[UThI.

2. Ecytn Barmn pebeHOK MMeeT akKayHT Ha OJTHOM U3 COIUaIbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHHUMaTeJbHO H3YYHUTE, KaKyl HWH(POPMAIUIO
IIOMEIIAIOT €r0 YYaCTHHUKU B CBOMX Npopmisax u Osorax, BkIUas Qororpadpuum u
BH/IEO.

3. IIpoBephbTe, ¢ KAaKUMHU JAPYTHMH CaliTaMH CBs3aH COIMAJIBHBIA cepBHC Barrero
pebenka. CrpaHuuku Bamero pebeHka MOryT OBITH 0€30IIaCHBIMH, HO MOTYT H
CoJlep>KaTh CChUIKYM Ha He)KesaTeJIbHbIE U OMacHble CAUThl (HampuMep, HOPHOCAUT, MU
CalT, HA KOTOPOM JIpyT yIIOMHUHAeT HOMEP COTOBOTO TesjedoHa Barero pebeHka wmim
Bamr qomarntHuii agpec)

4. IMoompsiite Bamux aetelt coobmaTh 000 BceM CTPAHHOM WJIM OTTAJIKUBAIOIINM U He
CJIMIIIIKOM OCTPO pPearupyuTe, KOTZia OHU 3TO JeIaioT (U3-3a OIMACEHU TOTEPATH TOCTYII
K VHTepHETy /IeTH He TOBOPAT POJUTENAM O MpobJieMax, a TaKKe MOTYT Hadarth
HCII0JIb30BaTh VIHTEpHET BHE JIOMa U IITKOJIBI).

5. Bynbre B Kypce ceTeBol ku3Hu Bamiero pebenka. MIHTepecyiiTech, KTO UX APY3bs B
VIHTepHeT Tak ke, KaK UHTepeCcyeTeCh PeaIbHbIMU APY3bAMU.

Bospacr ot 7 10 8 net

B HTEpHETE peOEHOK cTapaeTcs MOCETUTh Te WJIM WHbIE CAaNThl, a BO3MOKHO M YaThl,
paspelieHre Ha IOCelleHHe KOTOPBIX OH He MoJydus Obl OT poaurtesnei. ITostomy
poauTesiiM OCOOEHHO TOJIE3HBI OyAyT Te OTYeThl, KOTOpble IMPeIOCTABIAIOTCSA
IporpaMMaMH [0 OTPAaHUUYEHHUIO KCIOJIb30BaHUs VHTepHera, T. €. PoauTesbcKuil
KOHTPOJIb WJIHM TO, YTO BBl CMOJKETe YBUIETh BO BpeMeHHbBIX (paiyiax. B pesysnbrare, y
pebeHka He Oy/leT OIIYIIEHHsI, YTO 32 HUM BEJIETCSA IMOCTOSHHBIA KOHTPOJIb, OJTHAKO,
poxnutenu OyAyT IO-TIPEKHEMY 3HaTh, KaKHWe CANThI IOCeIaeT ux pebeHok. JleTu B
JJAHHOM Bo3pacTe 00J1aJIal0T CHJIBHBIM YYBCTBOM CEMbBH, OHH JIOBEPUYUBHI U HE
COMHeBaTcs B aBTopuTeTax. OHU JIIOOAT UTPaTh B CETEBBIE UTPHI U ITyTEIIECTBOBATH 10
VHTEpHETY, WCIOJIb3ysA JJIEKTPOHHYIO IIOYTY, 3aXOAWUTh HAa CAaNThl W 4YaTbhl, HeE
PEKOMEH/IOBaHHbBIE POAUTEISIMH.

CoseTbl 110 Oe30macHOCTH B ceTu VIHTEepHeT 1714 AeTel 7-8 et



1. Co3paiiTe CIMICOK JAOMAIIIHUX MPaBWJI IocelleHuss VIHTepHeTa IpU yJaCcTHU JeTel U
TpeOyHTe ero BHITIOJTHEHUS.

2. TpeOyiite oT Bamiero pebeHka coOJoieHUsI BpeMEHHBIX HOPM HaxXOXKJIEHUS 3a
KoMIbioTepoM. [lokakuTte pebeHKy, 4yTo Bbl HabI0aeTe 3a HUM He MOTOMY YTO Bam
3TO XOUYeTCs, a MOTOMY YTO BbI GeCIIOKOUTECH O €r0 6E30IMACHOCTH M BCET/IA TOTOBHI €MY
IIOMOYb.

3. Komnbrotep ¢ nosikiroueHneM K MIHTEpHETY JIOJKeH HaXOAUThCSA B 0DIel KOMHaTe
IO/l IPUCMOTPOM POJIUTENIEH.

4. HCHOJIBB}’?ITG criequajibHbI€ AE€TCKHE IIOMCKOBbIE MalllTMHbI.

5. Mcnonb3yliTe cpefcTBa OJIOKUPOBAHUS HeXKeslaTeJIbHOTO KOHTEHTA KaK /I0NOJIHeHNe
K CTaHZapTHOMY PoinTeIhCKOMY KOHTPOJIIO.

6. CospaiiTe ceMeWHBIH 3JIEKTPOHHBIA SIMUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETH
cobcTBEHHBIE ajipeca.

7. Byokupy#Te MOCTyn K caTaM ¢ OecIIaTHBIMU MOYTOBBIMH SAIIUKAMH C ITOMOIIIBIO
COOTBETCTBYIOII[ETO IPOTPAMMHOTO 00ecrieueHus.

8. Ilpuyuure perelli coBeToBaThbcsA ¢ Bamu mepes omyOGIMKOBaHMEM KaKOH-IH0OO0
MHGOPMAIIUU CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIUOHHBIX (HOPM U
npoduiei.

9. Hayuure pereil He 3arpy:kaTb ¢ailpl, MporpaMMbl WIN MYy3BIKy 0Oe3 Ballero
coryiacus.

10. He paspemaiite pAeTAM HCHOJIb30BaTh COYKObI MTHOBEHHOTO oOOMeHa
COOOIIEHUSAMH.

11. B «BeJIpIii» CIIMCOK CalTOB, pa3peIIeHHbIX /IS MOCEIEeH s, BHOCUTE TOJbKO CAUTHI C
XOpoIIel peryTaruen.

12. He 3a0p1BatiTe GecesioBaTh C IETbMU 00 UX JIpy3bsaxX B VIHTepHETe, Kak ecyiu Obl peub
IIIJIa O APY3bSIX B PEATbHOU KU3HU.

13. He niemaiite «taby» 13 BOIIPOCOB MTOJIOBOH JKU3HU, TaK Kak B VIHTEpHETE JIeTU MOTYT
JIETKO HAaTKHYThCSA Ha TOPHOTPadUI0 UM CAUTHI «/IJI1 B3POCIIBIX».

14. Ilpuyuyute Bamrero pebGeHka cooOIaTh BaM O JIIOOBIX yrpo3ax WM TPEBOTaXx,
cBsi3aHHBIX ¢ VIHTEepHeTOM. OcTaBalTeCh CIOKOMHBIMHU M HAIIOMHUTE JIETSIM, YTO OHU B
0e30IacHOCTH, eCJIM CaMU paccKa3ajd BaM O CBOUX TpeBoraxX. [loxBasimre ux u
TIOCOBETYHTE IOJIOUTH €llle Pa3 B MO00HBIX CIyYasiX.

Bo3spacr geteii ot 9 /10 12 j1eT

B manHOM BO3pacTe JeTH, KaK IPaBUJIO, y»Ke HaCJIbIIIAHbl O TOM, Kakas MH(GOpMAaIs
cymectByer B MuTepHere. COBEpIIEHHO HOPMAaJIbHO, YTO OHH XOTAT 3TO YBHETH,
MPOYECTh, YCJIBIMIATh. IIpy 3TOM HYKHO IOMHHUTH, YTO JOCTYI K HeXKeJJaTeJIbHBbIM
MaTeprajiaM MOKHO JIETKO 3a0JIOKUpPOBaTh IPU IIOMOIIU CPEJCTB PoauTesnbcKoro
KOHTPOJIS.

CoBeThl 110 0e30ITaCHOCTH JJISI IeTeH OT 9 /10 12 JIeT



1. Co3ziaiiTe CIIMCOK JIOMAITHUX IPaBUWJI MocelleHus MHTepHET NP y4acTHU JIeTed U
TpeOyHTe ero BHITIOJTHEHUS.

2. TpeOyiiTe oT Bamrero pebeHka coOI0IEHUA HOPM HaXO0XK/IEHUS 32 KOMITBIOTEPOM.

3. Habirogaiite 3a pebeHKOM Ipu paboTe 3a KOMIIBIOTEPOM, IMMOKAKUTE €My, UTO BbI
0OeCIIOKOUTECH O €r0 OE30IIACHOCTH U BCET/Ia TOTOBHI 0Ka3aTh €My ITOMOIITb.

4. Komnbiorep ¢ mosikitoueHreM B IHTepHET JTO/KEH HAXOJIUTHhCS B OOIIEN KOMHAaTe
10/l IPUCMOTPOM POJIUTENIEN.

5. Ucnosb3yiiTe cpefcTBa 6JI0KUPOBAHUSA HEXKEIATEbHOTO KOHTEHTA KaK JIOTOJIHEHNE
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe MpUHUMATh HEIOCPEACTBEHHOE YUacTHe B JKU3HHU pebeHKa bece/0BaTh
¢ eTbMU 00 UX ApYy3bsax B IHTepHeTe.

7. HacrauBaiiTe, 4TOOBI IeTU HUKOTI/IA He COTJIAIIAINCh HA JINYHbBIE BCTPEUH C IPY3bsIMHU
o urepHery.

8. Ilo3BossiiTe A€TAM 3aXOAUTb TOJIBKO Ha CauThl U3 «0eyoro» CITKMCKa, KOTOprﬁ
COSI[afITe BMeCTe C HUMMU.

9. Ilpuyuute pereli HUKOIZIAa HE BbIIABATh JIMYHYI0O HHQOpMaLUIO CpeCTBaMH
BJIEKTPOHHOU IOYTBHI, YaTOB, CHCTEeM MTIHOBEHHOro oOMeHa COOOIIeHUsAMH,
pervcTpanuoHHbIX (HOpPM, JIMYHBIX Ipoduaed U NMPU PErucTpaliiid Ha KOHKYPCHI B
NuTepHere.

10. IIpuyunTe feTeil He 3arpyaTh MporpaMmbl 6e3 Barero paspemrenusi. OGbsCHUTE
UM, 4YTO OHH MOTYT CJIyYalHO 3arpy3uTh BHUDPYChl WU JPYroe HeXKeIaTeIbHOe
IporpaMMHOe obecIleueHue.

11. Cosmarite Bamemy pebOeHKY OTrpaHMUYEHHYIO VYETHYIO 3alllCh I PabOThl Ha
KOMIIBIOTEPE.

12. IIpuyumre Bamero pebeHka cooOImaTh BaM O JIIOOBIX Yrpo3ax WJIM TPEBOTAX,
cBsI3aHHBIX ¢ MHTEepHeTOM. HamoMHuTE AETAM, YTO OHU B 0E30ITACHOCTH, €CJIU CAMU
pacckKasajii BaM O CBOMIX TPEBOTAaX U OTIACEHUX.

13. Pacckaxure fetsim o nopHorpaguu B UHTEepHEeTE.

14. HacramBaiiTe Ha TOM, 4YTOOBI JeTHM IPEAOCTAB/IIM BaM JIOCTYI K CBOeH
3JIEKTPOHHOMU MOYTE, UTOOBI BbI yOE/THUIUCH, UTO OHU HE O0IIAIOTCSA C HE3HAKOMITaMH.

15. OObBsACHUTE JeTsIM, UYTO HeJb3s WCIOJh30BaTh CeTh ISl XyJIMTAHCTBA,
pacrpocTpaHeHUs CIJIETEH WU YTPO3.

Bospacrt zereti oT 13 /10 17 JIET

B 3TOM BO3pacTe MOAPOCTKU aKTUBHO HCIIOJIB3YIOT MOUCKOBBIE MAIIUHBI, TOJIb3YIOTCS
BJIEKTPOHHOU TIOYTOH, CJIy:KOaMH MTHOBEHHOTO OOMeHa COOOIEHUSIMH, CKAaYHBAIOT
My3BbIKy B GUIbMBI. MasbuMKaM B 3TOM Bo3pacre OoJibllle IO HPABYy CMETaTh BCE
OTPpAaHUYEHUs, OHHU IKOKAYT TpyOdOro 0OMOpa, as3apTHBIX WIP, KAPTUHOK «JJIs
B3pOCJBIX». JIeBOUKHU IIPEIMOYUTAIOT OOIAaThCA B UaTaX, IPU 5TOM OHU ropasjio 6osiee
YYBCTBUTEJIBHBI K CEKCYaJIbHBIM JJOMOTaTeIbCTBAM B VIHTEpHeTe.



3aJacryio B JAaHHOM BO3pacTe POAUTENIAM y:Ke BeCbMa CJIO?KHO KOHTPOJIMPOBAThH CBOUX
neTel, Tak Kak 00 VIHTepHeTe OHU y:Ke 3HAIOT 3HAUUTEIbHO OOJIbIIIE CBOUX POJUTEIIEN.
Tem He MeHee, He OTIycKaliTe JeTell B «CBOOOJHOe IUIaBaHHE» IO VIHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00IIleHNU pebeHKa B IHTepHeTe.

BakHO TmO-TIpeskHEMY CTpPOro coOsofaTh mpaBwia HTepHET-0€30mMacHOCTH -
corJlallieHue MeXIy POJIUTENSAMU U JeTbMU. Kpome TOro, HEOOXOAWMO KakK MOKHO
yaiie MpocMaTpPUBaTh OTUETHI O JiesiTeJIbHOCTH JieTel B MIHTepHeTe. Citestyer 0OpaTUTh
BHUMAaHHE Ha HEOOXOJMMOCTh COJEPIKAHUSA POAUTEIbCKUX TapoJied (Imaposien
aIMUHHUCTPATOPOB) B CTPOTOM CeKpeTe W OOpaTUTh BHHMAaHHWE HA CTPOTOCTh 3THUX
rmapoJien.

CoBeTbl 110 6€30I1aCHOCTH B 3TOM BO3pacTe OT 13 710 17 JIeT

1. CoszmaiiTe COHCOK JIOMAIIHUX IIPAaBUJI IOCEIleHus IIHTepHeTa IpPU YydYaCTUH
MIOZPOCTKOB U TpeOyliTe 0e3ycIOBHOTO ero BbINMOJHeHUsA. OO6roBopure ¢ pebeHKOM
CIICOK 3alpelleHHBbIX CANTOB («YepHBIH CIHUCOK»), Yachl paboThl B VHTepHETe,
PYKOBOJICTBO 110 001ieHUI0 B IHTEpHETE (B TOM YHCIE B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHWEM K ceTH VHTEpHET AO/KEH HaXOJUThCA B OOIIen
KOMHare.

3. He 3abbiBaliTe Gece/ioBaTh ¢ AeTbMH 00 UX ZIpy3bsx B IHTepHETE, O TOM, YeM OHU
3aHATHI TAKUM 00pa30M, OYATO peub UAET O APY3bIX B PeaTbHOU KU3HHU. CIpalnBaiTe
0 JIIO/SAX, C KOTOPBIMHU JeTH OOIIAIOTCS IOCPEJCTBOM CJIy:KO MIHOBEHHOTO OOMeHa
COOOIIEHUAMU, UTOOBI YOETUTHCS, UTO STHU JIFOH UM 3HAKOMBI.

4. HCHOJII)SY?ITG cpeacTBsa 6)IOKI/IpOBaHI/I}I HeXelaTeJIbHOT'O KOHTEHTAa KaK AOIIOJTHEHHE
K CTaHAaPTHOMY POI[I/ITe)IbCKOMy KOHTPOJIIO.

5. Heobxomumo B3HaTh, KaKMMH 4YaTaMH TMOJb3ylOTcA Bamwu peru. Iloompsiite
HCIIOJIb30BaHUE MOJEPHPYEMBIX YaTOB M HacTawmBalTe, YTOOBI JIeTH He OOIaIvCh B
MIPUBAaTHOM PEKIME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIeTU HUKOT/IA HE BCTPEUAINCH JINIHO C JPY3bAMHU U3
cetu IHTEpHeT.

7. llpuyuurte [leTell He BBIABATh CBOIO JIMYHYI0 HHGOpPMALIUIO CpeACTBaMHU
BJIEKTPOHHOU IOYTBHI, YaTOB, CHCTEeM MTHOBEHHOro oOMeHa COOOIIeHUsAMH,
pervcTpanuoHHbIX (HOpPM, JIMYHBIX Ipoduaed U MPU PErucTpaliiid Ha KOHKYPCHI B
NuTepHere.

8. IlpuyuuTte /erell He 3arpy:kaTh IporpaMMbl 6e3 Barero paspemienus. OObsicHUTE
UM, 4YTO OHH MOTYT CJIyYalHO 3arpy3uTh BHUPYChl HWJIN JPYroe HeXKeJIaTeTbHOe
IporpaMMHOe obecIleueHue.

9. Ilpuyuure Bamero pebeHka cooO0IIaTh BaM O JOOBIX yTpo3ax WU TPeBOrax,
cBsA3aHHBIX ¢ VlHTepHeTOM. HamomHuuTe /eTsiM, YTO OHU B 0GE€30MACHOCTH, €CJIH CaMU
pacckazajii BaM, O CBOHMX yrpo3ax WM TpeBorax. [loxBasnTe WX M IOCOBETyHTe
IIOJTOMTH ellle pa3 B MOA00HBIX CITydasiX.

10. Pacckaxkute getam o nopHorpaduu B MHTepHeTe. IloMoruTe MM 3alIUTUTBCA OT
criama. HayumTe ©DOAPOCTKOB He BbIZIaBaTh B VIHTEpHETE CBOEr0 pPEATBLHOTO
9JICKTPOHHOI'O ajipeca, He OTBedaTh Ha HeKkesaTeJbHble IHCbMa W UCIOJIb30BaTh
cIerajibHble I0YTOBbIE (DUIBTPHI.



11. HpnquTe ce0s1 BHAKOMUTHCS C CaﬁTaMH, KOTOpPbIE ITOCEMAIOT ITIOAPOCTKH.

12. HayuwnTe /ieTell yBaXkaTh JPYTUX B UHTEpHETE. YOeauTeCh, YTO OHU 3HAIOT O TOM, UTO
IpaBUJIa XOPOIIIETro MOBeAeHU AeNCTBYIOT Be3/le — Ja’ke B BUPTyaJIbHOM MUpe.

13. OObsicHUTE AeTAM, UTO HU B KOEM CJIydyae HeJIb3s HCHO0Jab30BaTh CeTb s
XyJINTQHCTBA, PACIPOCTPAaHEHU S CIUIETEH WJIU YTPO3 APYTUM JIIOASAM.

14. Ob6cyuTe ¢ MOAPOCTKAMU IPOOJIEMBI CeTeBBIX a3apPTHBIX UTP M UX BO3MOKHBIU
puck. HamomHuTe, YTO /IeTU HE MOTYT UTPATh B 3TU UTPHI COTJIACHO 3aKOHY.

[TocToAHHO KOHTPOJIUPYHTE ucnoiab3oBaHue HTepHera Bamum pebGenkom! Jt10 He
HapyllleHHe ero JIMYHOI'O INPOCTPAHCTBA, a Mepa IPEJOCTOPOKHOCTU U NPOsBIIEHUE
Barmeit poanTesIbCKON OTBETCTBEHHOCTU U 3a00THI.
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